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Latest Trends of Internet Security Threats and its Implications to Taiwan
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Cyber Attack — Latest Weapon of Mass Destruction

Web Sites Affected

White House
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US Secret Services

US Dept. of Treasury
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How it Started? — Social Engineering Attacks
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ldentifying an Associated Contact
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Then Send a Fake Email with a Trojan Horse
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Launching the Conficker / Downadup Attack

User receive

a spam mail :
P User open the mail

then automatically
download a file

Connect to various
websites, download
other malicious files
The file register
itself as a

system service — Monitor the Internet
| browser’s address bar =~ "

Block access to
certain websites




Attack from the Cloud — DDoS Attack
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Number of Malware is Multiplying
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Defending the Cloud

Network Information Flow

110101101001001000101010101000101010100100101010110101101101001000101001001010101
0011010101010GM# 011111010010100010111078 010110101000101001001010001000 191010101
¥10101101011011110100000460U01010101011111010100100100010166T001010101

1 Billion
What is it? Who should’have it? ~ Where does it go?

|97528,250,625
IP Addresses

Content Security Expert
Real-time Classification of Information for Security Purposes




Using Cloud to fend off Attacks from the Cloud
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Protection From the Cloud
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Daily Traffic in the Smart Protection Network
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Detecting Conficker through Cloud Computing -

Many clients’ processes are dropping Community |nte||igence

similar filenames in a short time

&

Many clients access or modify the
same system file in a short time
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' registry keys in a short time
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Smart Protection Network against Conficker -
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Cloud Computing Brings New Security Challenges

Inter-VM
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Cloud Computin
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Avoid Lock-In by Proprietary Vendor Technolog)gy
-

Trend Solution Based on
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Trend of Development
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Delivering a Service-Ready Infrastructure

Pooling and sharing of technology resources to
ensure supply readily meets business demand

= Seamless

availability of
business
services

= Rapid
deployment of

business

services

= Dynamic,
automated

infrastructure

management
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Service order

Service delivery
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The World Is Moving Toward Cloud Computing
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Eventually Everything Will Be in the Cloud

* Internet cloud as the ubiquitous source of information
« As all data storage and all computing happens in the cloud

« One can access the information from anywhere at anytime through
any device

« Security in the clouds will become an issue of national security

) —



Cloud Computing — Development Timeline’

2009: Year One of cloud computing

Full-fledged

Adoption
.Accelerated
Adoption

.Initial Adoption

.Experimental
Adoption

2010 2013 2016 2019




Building the Cloud Lego Blocks




Self-Reinforcing Eco-system for Cloud Computin(g

Applications / Services

& %,
IDCs Platform

IDCs support cloud platform hosting based on
open standards



An Opportunity or a Threat?
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