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Cyber Attack – Latest Weapon of Mass Destruction
On July 4, 2009, US and South Korea government 
networks were besieged for days by a coordinated 

attack from hundreds of thousands machines.
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How it Started? How it Started? –– Social Engineering AttacksSocial Engineering Attacks



Identifying an Associated ContactIdentifying an Associated Contact



Then Send a Fake Email with a Trojan HorseThen Send a Fake Email with a Trojan Horse



Launching the Launching the ConfickerConficker / / DownadupDownadup AttackAttack

InternetInternetUser receive 
a spam mail User open the mail 

then automatically 
download a file

The file register 
itself as a 

system service Monitor the Internet 
browser’s address bar
Monitor the Internet 

browser’s address bar
Block access to 
certain websites
Block access to 
certain websites

Connect to various 
websites, download 
other malicious files



Target

Attack from the Cloud Attack from the Cloud –– DDoSDDoS AttackAttack

Cyber Terrorist
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Number of Malware is MultiplyingNumber of Malware is Multiplying

Threat of Volume

Projected Increase in Unique Threat Samples PER HOUR 

(Conservative Projections) By 2015 8 New Malware 
per Second!!!

In 2008
One New Malware

Every 2.87 Seconds



Defending the CloudDefending the Cloud
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Network Information Flow

What is it? Who should have it? Where does it go?

What
Who Where

Content Security Expert
Real-time Classification of Information for Security Purposes

1 Billion
???

Hundreds of Pera-bytes
Per day

3,528,250,625
IP Addresses



UsingUsing Cloud to fend off Attacks from the CloudCloud to fend off Attacks from the Cloud

Connectivity
by Individual 

Computing Power

Cloud Computing
with Virtualization

Optimization of Computing 
Power by Connectivity 

Early Internet

Next Generation InternetEfficiency of
Computing Power

Utilization

Time

Physical Virtual Cloud Computing



Protection From the CloudProtection From the Cloud

2/10/200911Classification

Threats
Intelligence

Global Threat 
Detection
Network

Millions of Sensors
Globally Distributed
Unique Coverage
Multi-Threat

TrendLabs
Correlation 

Engines

100% Trend Micro 
Technology
Correlates results 
from:
− Anti-Spam
− Anti-Malware
− Webcrawl
− Honeypots
Global Data centre 
Network

TrendLabs
Correlation 

Engines

Dynamic 
Database

Web Reputation
Email Reputation
File Reputation
More than 1 Billion 
malicious websites and 
spam sources



Daily Traffic in the Smart Protection NetworkDaily Traffic in the Smart Protection Network

File Reputation

Files

Web Reputation

URL

Email 
Reputation

IP

Content Delivery Network (CDN)
Cloud Cache

Global Correlation
Engine

FRS Agent

Local Cache

WRS Agent

Local Cache

ERS Agent

Local Cache

15 Billion

3 Billion 1 Billion100,000

500,000 5 Billion

Local 
Cloud



Detecting Detecting ConfickerConficker through Cloud Computingthrough Cloud Computing

Incident
Trigger

Email 
Reputation

Web
Reputation

File
Reputation

Monitor

Many clients’ processes are  dropping 
similar filenames in a short time
Many clients’ processes are  dropping 
similar filenames in a short time

Many clients access or modify the 
same system file in a short time
Many clients access or modify the 
same system file in a short time

Many clients accessed similar/same 
registry keys in a short time
Many clients accessed similar/same 
registry keys in a short time

Community IntelligenceCommunity Intelligence

Smart Protection NetworkSmart Protection Network

Correlate to figure 
out where the threat 
come from & where
it would connect to

Correlate to figure 
out where the threat 
come from & where
it would connect to

File Score From Connect to
Crypt.NS.Gen X 129.24.11.3/aexjiire/ Euwl.tsst.com:88/e34jg/
Dropper.Gen X Ndj.sexadult.com/ssr/ee 112.42.5.112:80/

Nqe.exe V www.xyz.com www.abc.com
Conflicker_D X qd.wqwwor.com/om nadasm0.info:80/bugsy
Conflicker_D X Fdjhg.wopqfe.com 7f7fewf.cn:80/sina/ 

Correlation

Customer 
Feedback Log

Immediate
Protection



Incident
Trigger

Email 
Reputation

Web
Reputation

File
Reputation

Monitor

Correlation

Smart Protection Network against Smart Protection Network against ConfickerConficker

Domain / Name Server 
/ IP / Register’s Email  

Correlation
to build up a Spider 

Network

Threat IntelligenceThreat Intelligence

Correlation

Immediate
Protection
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Smart Protection Network against Smart Protection Network against ConfickerConficker

Domain / Name Server 
/ IP / Register’s Email  

Correlation
to build up a Spider 

Network

Threat IntelligenceThreat Intelligence
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Immediate
Protection



Cloud Computing Brings New Security ChallengesCloud Computing Brings New Security Challenges

2009/8/24 16Classification

Hypervisor

Inter-VM 
attacks PCI Mobility Cloud Computing



Trend Micro: Best Expertise in Cloud ComputingTrend Micro: Best Expertise in Cloud Computing

OSOS

Server Farm

Smart Protection Network

Tracking SystemTracking System Hadoop ( HBASE / Meta Data )Hadoop ( HBASE / Meta Data )

VirtualizationVirtualization

Hadoop (HDFS)Hadoop (HDFS)Message Routing 
framework

Message Routing 
framework

MapReduceMapReduceClusteringClustering ClawerClawerAnalyzerAnalyzer

MonitorMonitor Incident TriggerIncident Trigger CorrelationCorrelation

HTTPHTTP DNSDNS FTPFTP

Operating system

Infrastructure

Data Archive

Data Processing

Correlation



Avoid LockAvoid Lock--In by Proprietary Vendor TechnologyIn by Proprietary Vendor Technology

Trend Solution Based on 
Open-Source Projects and Standards

Xen VM

libvirt

KVM Hypervisor

Open Nebula

Hadoop
GlusterFS

MapReduce

CloudStore

HBase

Hypertable

ActiveMQ

Ganglia

Nagios

Eucalyptus

OSSEC



Trend of DevelopmentTrend of Development

Google
AppEngine

2006 …

2007 …

2009 …



20

Rapid 
deployment of 

business 
services

Seamless 
availability of 

business 
services  

Dynamic, 
automated 

infrastructure 
management

Pooling and sharing of technology resources to 
ensure supply readily meets business demand

Standard pre-set 
configurations 

of shared technology 
building 
blocks

Delivering a Service-Ready Infrastructure



The World Is Moving Toward Cloud ComputingThe World Is Moving Toward Cloud Computing



Eventually Everything Will Be in the CloudEventually Everything Will Be in the Cloud

• Internet cloud as the ubiquitous source of information
• As all data storage and all computing happens in the cloud
• One can access the information from anywhere at anytime through 

any device
• Security in the clouds will become an issue of national security

Securi
ty in 

the Cl
ouds



Cloud Computing Cloud Computing –– Development TimelineDevelopment Timeline

2010 2013 2016 2019

2009: Year One of cloud computing



Building the Cloud Lego BlocksBuilding the Cloud Lego Blocks



SelfSelf--Reinforcing EcoReinforcing Eco--system for Cloud Computingsystem for Cloud Computing

OpenOpen
StandardsStandards

(no lock(no lock--in)in)

Applications / Services

PlatformIDCs

IDCs support cloud platform hosting based on 
open standards

Standardized platform
s encourages 

developm
ent of applications / services
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An Opportunity or a Threat?



Thank YouThank You


