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Internet of Things vs.
CRIS
Cyber Physical Systems T

In Europe and Asia, Internet of Things (10T)
are commonly used

In USA, Cyber Physical Systems (CPS) are used
Are these two different?

Other highly related terms: Pervasive
Computing and Ubiquitous Computing
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Internet Things Cﬂﬁs
From Wikepedia

* |n computing, the term Internet of Things (also
known as the Internet of Objects) refers to the
networked interconnection of everyday objects.!1
It is generally viewed as a self-configuring wireless
network of sensors whose purpose would be to
interconnect all things.!X! The concept is attributed
to the original Auto-ID Center, founded in 1999
and based at the time in MIT!2!

A Good Video Explanation of Internet Things
http://www.readwriteweb.com/archives/internet_of_things_explained_video

intro.php M UNIVERSITY OF MINNESOTA


http://en.wikipedia.org/wiki/Computing
http://en.wikipedia.org/wiki/Massachusetts_Institute_of_Technology
http://en.wikipedia.org/w/index.php?title=Self-configuring&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=Self-configuring&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=Self-configuring&action=edit&redlink=1
http://en.wikipedia.org/wiki/Wireless_network
http://en.wikipedia.org/wiki/Wireless_network
http://images.google.com.hk/imgres?imgurl=http://news.xinhuanet.com/mil/2008-12/17/xinsrc_1021205171417703133652.jpg&imgrefurl=http://news.xinhuanet.com/mil/2008-12/17/content_10518215.htm&usg=__9nxJzvgywgS1AdHVVm0Hvt8MTBY=&h=408&w=572&sz=29&hl=zh-CN&start=7&um=1&itbs=1&tbnid=_n91UmozkhhyBM:&tbnh=96&tbnw=134&prev=/images?q=%E6%AD%BC%E5%8D%81&um=1&hl=zh-CN&newwindow=1&safe=strict&tbs=isch:1
http://en.wikipedia.org/wiki/Auto-ID_Labs
http://en.wikipedia.org/wiki/Auto-ID_Labs
http://en.wikipedia.org/wiki/Auto-ID_Labs
http://en.wikipedia.org/wiki/Massachusetts_Institute_of_Technology
http://images.google.com.hk/imgres?imgurl=http://blog.vgod.tw/wp-content/uploads/2007/04/google-map-tw.png&imgrefurl=http://blog.vgod.tw/tag/google/&usg=__QhUpzaZu3fjf8uUOdK6A7d4DHlY=&h=614&w=888&sz=442&hl=zh-CN&start=3&um=1&itbs=1&tbnid=Fg1lR115uIaXtM:&tbnh=101&tbnw=146&prev=/images?q=google+map&um=1&hl=zh-CN&newwindow=1&safe=strict&tbs=isch:1

What are Cyber Physical Systems?Cﬂf*S

* CPS deeply integrate computation,
communication, and control into physical
systems

* CPS exploit pervasive, networked computation,
sensing, and control, i.e., “Internet of
[controlled] things”

e “CPS will transform how we interact with the
physical world just like the Internet
transformed how we interact with one
another.”*

*Some content from my colleagues from NSF; CPS Summit Website:
http://varma.ece.cmu.edu/summit/index.html M UNIVERSITY OF MINNESOTA



Eight priority areas for competitiveness,
with four designated as having the highest
priority in Network and Information
Technology (NIT): Systems Connected with
the Physical World, Software, Digital Data,
and Networking

NIT systems connected with the physical
world (cyber-physical systems): Essential
to the effective operation of U.S. defense

President’s Council of Advisor’s on

and intelligence systems and critical Science and Technology (PCAST),
. Computational Science: America's
infrastructures ; At the core of human- Competitiveness Leadership Under

_ A Challenge: Information Technology
scale structures and large-scale civilian R&D in 5 Competitive World, August

applications 2007.
M@ UNIVERSITY OF MINNE6SOTA
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Cﬂ}ﬁs : An NSF I/UCRC Center on Intelligent Storage:

What are the computing and
communications trends behind
Internet of Things?
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Instrument and Connect the World |

Bridge Monitoring

Building ’, , 0 '"II
Environment " m |

Controls

Earthquake
Monitoring

Elder Care

Factories

Fire Response

First Responders

Forest Management

Soil Monitoring

Supply Chain
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Wind Response

[

;

... and more more

11/4/2011 University of Minnesota Digital Technologyf =
Center Intelligent Storage Consortium
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Sensors Everywhere
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Credit: Arthur Sanderson at RPI

Hudson River Valley

.

Sonoma Redwood
Forest

Kindly donated by Stewart Johnston

smart buildings

Credit: MO Dept. of Transportation
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Digital Explosion
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----from IDC Survey presented in ISW 2008

The digital universe
will grow over six-
fold, from 281
exabytes in 2007 to
1,773 exabytes in
2011

> 90% of the
information in the
digital universe is
unstructured and
absolute # of files
growing faster than
the TBs



New Data Format? cils

1. Surveillance video data collected by Air Force drones

— One year’s collection requires 24 years’ processing (NYT,
January 10, 2010)

2. Analog TV broadcasting becomes digital
3. Surveillance video cameras are widely deployed

M UNIVERSITY OF MINNT?OTA



Facts in This New Environment C[ﬁf@

e Extremely large Internet reaches every corner of the
earth

e Support massive mobility

* Large number of smart embedded sensors are in our
daily objects
e Each sensor can compute, communicate and sense;

 They form the largest network ever and generate huge
amount of data

 Each sensor generates data continuously with two
important dimensions: time and location coordinate

* We are drowning in data and loss in Internet

A new Internet architecture and new ways to handle
data are required

University of Minnesota Digital Technology
Center Intelligent Storage Consortium

11/4/2011 M UNIVERSITY OF MINN@OTA



More Future Trends C]ﬁﬁs

 Embedded processors with great processing

power anc

over the p

big storage space will be deployed all
aces

 Computers start to show intelligence over human
in certain aspects (Considering \Watson the
computer becomes the winner of Jeopardy,
American favorite quiz show and speech
recognition of iPhone 4S)

* Huge amount of useful data are available and
more are generated from every corner of the

earth

M UNIVERSITY OF MINNESOTA



Digital World

loT

Society

Knowledge
Integration

Semantic Integration

Real Physical World Virtual Cyber World



Cfﬁlﬁs : An NSF I/UCRC Center on Intelligent Storage:

A Few More Examples
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A Few Example Opportunities’

Transportation

= Faster and more energy efficient aircraft
= Improved use of airspace
= Safer, more efficient cars

Energy and Industrial
Automation

= Homes and offices that are more energy
efficient and cheaper to operate
= Distributed micro-generation for the grid

Healthcare and
Biomedical

= |[ncreased use of effective in-home care
= More capable devices for diagnosis
= New internal and external prosthetics

Critical Infrastructure

= More reliable and efficient power grid
= Highways that allow denser traffic with
increased safety

* Cyber-Physical Systems Executive Summary, CPS Steering Group, March 6,

2008. Available on-line: http://varma.ece.cmu.edu/summit/
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ITS modeller: A modelling environment for Intelligent
Transport Systems, including co-operative systems

Network Intelligent vehicle Intelligent roadside Driver behaviour Communication

ITS modeller

Intelligent Transport Systems




Consider NASA As An Example




NASA Satellite and In Situ Observations

LANDSAT
ALOS PALSAR ICESat
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CRIS
Terrestrial Observation and prediction system (TOPS)
A data - modeling system for integrating satellite, surface data with simulation models

to produce ecological nowcasts and forecasts
Key elements:

%
y S . .
] &) *Monitoring
Eg z *Modeling
Ground-based Space-based

Observations

*Forecasting

L ocal to Global

} Weather/Cllimate

Ancillary Data E 1 — u o Forecasts Focus on b [ ogeo-

Ecosystem Simulation Models C h em ica I CyC I es
Applications

Natural Hazards
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S h ar e 1 NASA Earth Exchange  ¥as S
LB

RESEARCHAREAS ~ PROJECTS  RESOURCES  ABOUT

Conference

Latest NEWS Latest Activities: n ]
Power (PLAT + John Doe ined DashLink bicon

Featured:

Data Set Algorithm

Collaborate

Leveraging collaborative research tools at NASA Visualize



Satellite monitoring

QuickTime?and a
decompressor
are needed to see this picture.

NDVI trend 1982-2006

NEX In support of the

National Climate Assessment CR|'S
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Bridge Monitoring & Prognostic
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Wuxi Cloud
Computing Center

Wuxi Internet of
Things Institute
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EarthScope:
A Continental-Scale Network CRW:

* 15-year effort to understand earthquakes, volcanism, and
plate movements in N. America

— 400 seismometers, 1000 GPS stations, 180 strainmeters

Drilling into the San Andreas Fault
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NEON:
National Ecological Observatory Networ@lﬂlﬁs

p
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Next Generation Air Transportation System (NextGen)
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Smart Fliers

Credit: NASA/JPL

smart helicopters

Credit: Boeing

An airplane is a network of computers. C'e_d‘t Harvard university
smart insects

35 CPS Luncheon M UNIVER&H]’M@EMIN\N@OTA



Research Challenges Cﬂ‘ﬁs

How to design small smart devices?

Extremely Large Systems (How to build? How to
diagnosis? Self-Organizing? Self-Learning and
Adapting?)

How to deign a fully integrated system?
Operating with inaccurate data?

How to manage and maintain data? (new data
representation? new data structure? new data
integration?)

How to manage and preserve data for more than 100
years

How to get the right data at the right time? (publish-
subscribe model vs. event driven)

M UNIVERSITY OF MINNESOTA



Taiwan’s Opportunities Cfﬁ‘ﬁs

Hardware , software, systems, services, and
applications (Vertically integrated solutions
become extremely important)

Choose and concentrate on a few areas
Strengthen core technologies

Full coordination among government, industry
and academia

M UNIVERSITY OF MINN%SOTA



Next Generation SCADA/DCS: Cyber Control of T‘r
our Physical Infrastructures Rﬂﬁ

* Our critical physical
infrastructures depend on [====c. . - ¥ Gas&OﬂStorage

SCADA and DCS. SCADA | Yo/ — and Delivery

g ,- :
4l y 0! ’
‘
A 1% .
* 3 By \
s bW
g \
i
! \ 2
\ \

/ Crltlcal

and DCS depend on the
gathering, monitoring, il
and control of information |E&.¢
from distributed sensing o
devices.

* How to provide safety,
security and convenience \E‘ Infrastructures |
on :

to every citizen of Taiwan? [F XN o

 Can you adapt the
principles of designing
these systems to | <1
commercial systems? !k o
Electrical 1
Energy eSS

4 November 2011




HTC Phone iPhone

With Strengths in Embedded Processors Go
for Specialized Sensors and Mobile
Applications



Smart Cars
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Credit: PaulStamatiou.com

Cars drive themselves

Car Control Software,
Embedded Sensors, and ITS
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Smart Health with Embedded
Medical Devices

Pacemaker, dual-chamber

Credit: Baxter International

Dual-chamber . .
pacemaker device infusion pump

@ medmovie.com 2004

pacemaker

Credit: Siemens AG
scanner :
IBM[klsearch 4IPM Research Jea””ett‘?eMny%l@&. Wing



Tele-Surgery




Internet Datacenters

Seismically-braced

Biometric Access Server Racks







8% distribution loss
.99773*.94%.99 = 92.2%

IT LOAD

208V

| ~1% loss in switch
Gear and conductors

3 = I

0.3% loss 6% loss 0.3% loss 3% loss
99.7% efficient 94% efficient, =97% available 99 7% efficient 99_7% efficient

2.5MW Generator
~180 Gallons/hour




Container
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Microsoft’s Chicago

Modular Datacenter
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TheMilion-Server
Data Center

Today's most advanced
data centers house tens
of thousands of senvers
What would it take to
house 1milon?
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Smart Grid and Alternative Energy
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Consumer-to-Utility

System Coordination
bl Situation Assessment

Transmission
Automation

el u‘i System
Distribution = M Operations

Automation

Renewables
Integration

Energy
Efficiency
Demand Participation
Signals & Options
Smart Appliances Distributed

PHEVs, & Storage Generation & Storage

Retrieved 8/27/09 from page 2 at http://www.oe.energy.gov/DocumentsandMedia/SGSRMain_090707_lowres.pdf.
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Conclusions Cﬂ‘ﬁs

Follow the Computing and Communications
Trends

Truly Is Multi-Disciplinary for Total Solutions
Concentrate on A Few Areas
Security and Privacy Issues Are Paramount

Collect, Interpret and Understand Data in
Real-Time

Touches and Improves Our Daily Life
Building A New World
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Thank You!

Questions?

64
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